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BGP Overview

BGP runs over TCP
« TCPport 179
«  Why re-invent the wheel; for reliable delivery, re-transmission,
cequencing, etc.
«  Some hackers are now targeting BGP, attacking port 179

JUNCSE™ Intemet software supports BGF Version 4 and many extensions
to the protocol

« RFCs 1771 and 1772 - BGP4
«  RFC 1965 & 3065 - Autonomous System Confederations

« RFC 1966 & 2796 - Route Reflection
«  RFC 1997 - Communities

= RFC 2283 - MBGP

« RFC 2385 - BGP MDE Authentication
« RFC 2439 - Route Damping

« RFC 2842 - Capabilities Megotiation
= (Other Internet drafts
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BGP Routes

* Consist of

« Destination, described as an IP
address prefix

« Information that describes path to the
destination

« BGP route attributes

=« BGP peers advertise NLRI to each other
In update messages
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BGP Routes

« BGP stores routes in the JUNQS software
routing table

« RIB

« Inet.0 = IPv4 unicast routing table
« FIB

« [P forwarding table

= Routing table stores

= Routing information learned from update messages

« Local rnuting information selected by applgiﬂeg local
policies to réutes received in update messages

= Information selected to advertise to BGP peers
Juniper
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Looking at BGP Routes
Look at specific entries in the r-auting table

nserfhost> show route 172.16.1,/24 extensiwve

ipet.0: 1l deatinations, 1Z rootes (11 aoctive, 0 holddown, 0 hidden)
172.16.1.0/24 {1 entry, 1 annooanoed)

THI :

KET in-kernel 1T72.16.1.0/24 -> {(inddrect (58} )

*E Freference: 170/-101
SBource: 10.0.0.8

Hext hop: via so-0/2/1.0, selected

Frotocol pext hop! 10.0.0.8 Indirect next hop: 8440028 58
dtate: <Active Inkt Ext>

Looal AS: 1l Poear AJ: 1

Age: 23 Metric: O Hetrio®: 1

Tagk: EEE‘_l 10 0.0 844371

Announcement bhits (2} : 0-ERT 4d-Resalwvwe inet 0O




Looking at BGP Routes (cont)

Look at specific enfries in the routing table

—
AS path: I I

Localpraf: 104
Fouter ID: 10.0.0.8
Indirect next hopa: 1

Frotocol next hopt 10.0.0.8 Metric: 1 Indirect mext hop:! S440b328 58

Indirect path forwarding next hops: 1
Hext hop: wia so-D0/2/1.D
10.0.0.8/32 Criginating RIE: inet.0
Metri~: 1

Hode path count: 1

Forwarding nexthops: 1
Hexthop: wvia so-0,/2,/1.0




BGP Messages

= Four (or five?) types of messages
« Type 1 - Open
* Type 2 - Update
« Type 3 - Notification
* Type 4 - Keepalive
« (Type 5 — Route Refresh Message)

- Junlperaudfﬂel e
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BGP Messages

= Open messages

« After a TCP connection is established,
BGP peers exchange open messages
to negotiate a BGP connection

« Upon successful BGP connection, the
peers exchange other BGP messages
and data, such as routing information
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BGP Messages

« Update messages

« Used to exchange network reachability
information

« BGP systems use this information to construct a
type of graph describing relationships among all
Known autonomous systems

« How this is constructed is Vendor
implementation specific

« Autonomous system numbers that are
associated with each IP prefix prevent
routing loops

= No Dijkstra type of algorithm run
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BGP Messages

« Notification messages

" BEP systems send notification messages
when
an error condition is detected

« After the notification message is sent, the
BGP session and the TCP connection
hetm&.reen the BGP peers is closed by the
sender

« Notification messages consist of
* BGP header
« Error code
« Error Subcode
¢ Data that describes the error

e Junlperudfﬂet GdEeTems———
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BGP Notification Messages

« MNotification error codes

1 — Message header error

2 — Open message error

3 — Update message error

4 — Hold timer expired

5 — Finite state machine error
b — Cease

> e — Junlperhudfﬂet
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BGP Notification Messages

«Notification error subcodes

= Message header error codes = Update message armor codes
1 — Connection not synchronized 1 — Malformed attribute list
2 — Bad message length 2 — Unrecognized well-known
3 — Bad message type attribute
= Open message error codes 3 — Missing well-known attribute
1 — Unsupported version number 4 — Attribute flags error
2 — Bad peer autonomous system (AS) 5 — Attribute length error
3 — Bad BGF identifier & — Invalid origin attribute

4 — Unsupported optional parameter B - Invalid next-hop attribute

é : ﬁﬁlﬂpﬂ&nﬁlium £ 9 — Dptional attribute error
10 - Invalid network field

7 — Unsupported Capability
11 - Malformed AS-path
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BGP Messages

= Keepalive messages

« BGP systems exchange keepalive messages
to determine whether a peer has failed or is
no longer available

« Exchanged often enough so that the hold
timer does not expire

= 30-second keepalive interval with a 90-
second hold timer are the JUNOS software

defaults
« Hold timer is negotiated between peers
« Highest hold timer is used

= Consist of only the BGP header (19 bytes)

..:3:'_ — Junlperbudfﬂet
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BGP Neighbor States

= Idle

« BGP always begins in the Idle state
« In this state, all BGP connections are refused

« Basically, BGP hasn't started
= Connect

« TCP connection is being attempted
= Active

« BGP 1s trying to initiate a TCP connection

« Likely there was a Emhlem with the first TCP
connection attemp




BGP Neighbor States

= OpenSent

« Open message has been sent
« BGP waits for an Open message from its peer

« OpenConfirm

« Open message received from peer
« Waiting for a Keepalive message
« Established

« BGP is complete and Updates can now be
exchanged




Show BGP Neighbor

userfhosat> show bgp melghbor
Fecr: 10.0.0.EB+4371 AS 1 Local: 10.0.0.7+173 AB 1

Type: Internal Btate:! Eatablished Flags: <ImportBvals>
Last Btate: OpenConfirm Last BEwvent:! RecvKesphlive
Last Error: Home

Cptions: <Prefercnce Localhddress HoldTime PeerhS Refreshs>

Local Address: 10.0.0.7 Holdtime: S0 Preference: 170

Hunber of flaps: 0

Peor ID: 1D.0.0.8 Local ID: 10.0.0.7 Active Holdtime:
Kecpalive Intberval: 30

HLRI adwvertised by poor: inet-unicast

HIRT Ffor this session: inet-unicast

o




Important BGP Attributes

= AS-path
« Lists the ASNs that a route has traversed

« Used for

« Loop detection
« BGP decision process (shorter AS-path is preferred)

= Local preference
= Used to influence routing (higher LP is preferred)

= Assists with choosing which exit to take out of the
local AS

= Multi exit discriminator (MED)
= Used to influence routing (lower MED Is preferreq)

= Assists with choosing which entrance to take into
the local AS

O ——— Junlpgrwfht
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Important BGP Attributes

BGP next hop

« The IP address of the router that is used to
reach a BGP destination

Qrigin

« Provides a slight clue about how the route was
originated

Community

« Used to identify or classify routes into groups
. T1:.:'1:a||:::f.||Iyr used as basis for applying routing

Junlp-er o’ Net




Autonomous Systems

« What Is an AS?

« Group of routers
« Administered with a common routing policy
« Running under a single technical administration

« Viewed externally as a single, coherent interior
routing domain

« Could be running more than one IGP
« 16-bit integer (1-65535)
« 64512-65535 are private ASs

« AS-path is checked upon receipt to
determine routing loops

Juniper yaUu¥ Net




Interior BGP

IBGP used inside an AS

= Typically implemented as full IBGP mesh
= Why do you need a full mesh?

= AS-path check not applicable to IBGP

= IBGP speakers, by default, cannot forward IBGP
learned routes to other IBGP speakers

= BGP next hop not reset when re-sending routes
= Local preference often used for internal routing policy
= Selecting preferred exit point from AS

« Common practice to set local preference based on
community matching

« [BGP peers almost always peer between loopback
addresses

« Provides extra redundanc

Junlperm.lfhlet T



Interior BGP
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Interior BGP

« What is synchronization?

« BGP speakers should not advertise routes
unless IGP knows how to reach them

= Not needed if running full IBGP mesh

« Historically an Enterprise, not an ISP, 1ssue
= Sync permanently disabled in JUNOS software




Exterior BGP

* Used for passing routes between autonomous systems
« Differences with IBGP
= BGP next hop is reset when re-sending routes
« MNexthop address used will be in the IGP
= Local AS number is pre-pended to AS-path
= MED often used for routing policy

« Selecting preferred entry point to local AS
« Common practice to set MED based on 1GP metnic

= EBGP peers typically peer between physical
interface addresses

* Re-routing EBGP sessions not desirable
« If interface goes down, EBGP session should drop

« Exception is the use of multihop for load balancing over
parallel links




Exterior BGP

AS 9999
sy EBGP Peering
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Why Do You Need an IGP?

= Isn't IBGP enough?
= What is IGP used for?

« Loopback addresses

» Which are typically the BGP nexthop addresses
« Interior links

« NMS/server subnets
= Is it feasible to not have an IGP?

= Possible, yes, but ... optimal?

Junlperudfﬂet s
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Resolving EBGP Next Hops

« Two common methods

* Next-hop self

« Resets BGP nexthop address to local loopback
address when exporting routes to IBGP peers

+ Local loopback address should already be in IGP
= Passive interface
« Adds external link subnet to IGP

« But no IGP adjacencies can be formed over
external link

+ Also allows external peer router to be pinged from
internal network

= Implications for MPLS FEC

« Next-hop self works better if using MPLS for traffic
engineering to external BGP destinations

« If using passive interface, MPLS knobs are needed




Next-hop Self

I-BGP

el T TTE T, P

g Rrmy
- 134.112/16 g P

i ey Ly i

T
D
’-.'../,.-l" 152.166.1.1 192.166.4.1 lhh""‘-...,__l_
e i D ':._r
- :-.1.'_-FT|T.— -
F
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- MY
Dallas o —— 02 168.24.1
1A ARR S 192.168.8.1 _

S g S L L B "'
AS54512 ;
1
1ahREF> show route resolution 134.113/16 Eunl%gum
Tahle inet.0 Hodes 12
: Mext-hop
134.112.0.0/16 Originating RIE: inet.D
Hetric: 20 Node path count: 1 Salf Policy

Indirect exthops: 1
Protboool Hexthop: 192.168.24.1 Metric: 20

Indirect nexthop: B4dADhZIE 5B
Indirect path forwvarding nexthops: 1

m: wia so-D/2/1.0




Passive Interface

I-BGP

L oL O ey

gkl T
v 134.112/16 ",

o mn—— e i

Dieenver D=C
_,..--"'# 152.168.1.1 192.168.4.1 5 1-..,_‘_‘
i T e
i T
192 168.24.1
i 192.168.8.1 —
ASE4512 IGP Passive Interface

lahd8F> show route resolotion 134 112716
Table inet.0 Hodes 12

134 112 _0.0/16 Originating RIB: inet. 0O
Metric: 30 Hode path connt: 1
Indirect nexthops: 1
Frotoool Hexthop: 10.0.239_1 Hetric: 30
Indirect nexthop: 84d0b28 5B
Indi rect path forwvarding nexthops: 1

Hexthop: via so-0F27L.0 .




JUNQOS Route Preference

«  Next hop is reachable?
-1 = Mot reachable
«  Lower route preference
0 = Directly connectad
5 = Static routes
7 = RSVFP
9=LDP
10 = O5PF internal
15 = I5-1S L1 internal
18 = I5-1S L2 internal
100 = RIP
130 = Aggregate or generated
150 = QOSPF external
160 = 15-IS L1 external
165 = IS-IS L2 external
170 = BGFP

Junlpertﬁudfﬂet
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JUNQOS BGP Route Selection

« Lower route preference

« Higher local preference

= Shortest AS-path

» Lower origin (IGP < EGP < incomplete)
= Lower MED

« External over confederation over internal
= Lower IGP metric

« Shorter cluster list

* Lower router-id

3 Junlperuufﬂet I ——
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JUNOS BGP Route Advertisement

« JUNOS software default BGP advertisement
rules

« Send all active BGP routes

« All BGP learned routes (except IBGP rule)
« Advertise-inactive knob available

« Export policies needed to

« Advertise static routes

« Advertise aggregate routes

» Redistribute/export other protocol routes to BGP
* Originate routes into BGP




Route Damping

Reduce the route update load without limiting convergence
time for well behaved routes

Applied to EBGP routes
« Can also be used with confederations

Configured [::-F‘ creating a named set of damping
parameters that you apply as a damping policy action

Some prefixes should never be damped
= DNS root servers
BGP damping off by default
Historically used to protect legacy routers
How many service providers still use damping?
RFC 2439




Damping Figure of Merit

= New route given a figure of merit of 0
« Figure of merit increases with each incident

« Withdrawn route—1,000

« Path attribute change—500

« Route is suppressed when figure of merit exceeds
suppress threshold

« Default suppress threshold is 3,000

= Route is reused when figure of merit drops below
reuse threshold

« Default reuse threshold is 750




Damping Figure of Merit

= Exponential decay
« Reduces figure of merit over time

« Default 15 minute half-life
* Maximum suppression time limit

« Default is 60 minutes
« Maximum figure of merit

« Stops increasing when ceiling is reached
« Determined by formula
« Not explicitly configurable
Junlper BEH‘ H_E S




Route Damping

Suppressed .1
3000 A
Figure
of Merit J

2000 Flap &

Flap 4

1000 bl re

150 "
‘ Fm 7] Reused

Elap 1 |
= FHaiiiifte | Halidife l
Time
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Damping Configuration

* Defining damping parameters are similar
to defining a community

policy-opticons { l

damping name |

half-1ife miBnNEsS;
MAX-SUPPTEsSs Wi anEas |
reuse nunmher;

SUPPICSSs Dumder |




Damping Example

policy-options |
policy-statement damp |
from |
route-filter 11/8 exact damping high;
route-filtar 15/8 exact dampimng medinm;
route-filter 0/0 upto /24 damping none;

T
chen aoccept)
i

damping high {
half-life 15;

suppress 3000
renge 2500 )

max-suppraeas 50;

damping medium |
hal¥F-1ifa 3;
maN-Suppreas 4

i

damping none |
Al gai]e

JuniperwaJ? Net
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Show BGP Summary

« View basic information about all BGP neighbors

userfhost> show Dgp Summary
Groups: 1 Peers: 1 Down peers: O

Table Tot Paths Act Paths Suppressed History Damp State
inat._ O 2 4 a i) i

g elay s A= InFktT CutERELE (B h ol ] Flaps Last lﬁ:-.I'EI-'i-I'.I't
Btate| #ictive Received/ Damped

lD.Oo.0O.B 1 1B 15 a o g:02 2720
l10.0.0.% 1 20 21 a 1] 8:305 3/3/0

Juniper o Net &
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Agenda

* BGP refresher

= BGP protocol and attributes
= IBGP and EBGP
* Route damping

« BGP routing policy

= Scaling the IBGP full mesh

= Route reflection

* Confederations
* New features in BGP
= Other BGP Interests

* Resource Location
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Routing Policy

= Controls routing information transferred

between routing table and each routing
protocol

« Incoming routing information can be
ignored, accepted or changed

« Qutgoing routing information can be
suppressed, accepted or changed

Juniper Uy Net
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When to Apply Policy

* You do not want to import all learned routes into the
routing table

* You do not want to export all learned routes to
neighboring routers

* You want to export locally defined routes

* You want one protocol to receive routes from another
protocol

* You want to modify information (attributes) associated
with a route

* You want to control routing decisions

IJ— — JIJI1||:|-Ef.|_‘|\.|rHE.t
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MED Example
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Show BGP Routes

Look at routes received froma
specific peer before policy is applied

userfhost> show route receive-protocol bgp 11.1.1.1
inet.D: 6 destinations, & routes (5 active, 0 holddown, 1 hidden)
Profix Hexthop MED Lolpref A8 path
# 10.0.0.0/8 11.3.1.1 a 100 I

* LTZ.16.0.0,/12 11.1.1.1 1] 100 I E

Look at routes advertised to a
specific peer after policy is applied

—
userfhost> show route adwertising-protocol bgpe 11.1.1.2 l

inet. D! 10 destinationa, 10 rombtes (B active, 0 holddowm, 2
hidden)

Prefix Haorthop KED Lolpref A8 path
*# 10.D.0.0/B Self o 100 I
* 1T2.16.0.0/12 Balf ) 100

JuniperwaJuf Net




Best Practice Routing Policies

= Recommended and often used policies

« Martian route-filter
= Prefix length filters

« Send aggregate, yet suppress specifics
« Prefer customer routes over all other routes

= Prefer peer routes over transit routes

« Mark routes with communities




Communities

Group of prefixes that share a common
property

Routing decisions can more easily be based on
the identity of the community group

« Rather than on each IP prefix

Facilitates and simplifies the control of routing
information

Incoming routes should be tagged by ingress
border router

Can tag locally defined routes with community
RFCs 1997 and 1998




Configuration Example

policy-optiona {
Policy-statemant TRAHEIT-IN {
term DENY-PEEFIX-LEMITH {

from policy FREFIX-LENOTH
then reject;

1

term DEWY-HARTIAHE |
from policy HMARTIANS
then rejeckt;

1
term FEFHIT-FEST {
then {
community sot TRARSIT-

local -preferenmse 8]
accept;

Junlper .:.\H"HE-!




Route Aggregation

* Summarizes group of routes with common prefixes

* Reduces size of routing table, routing updates,
and route flapping

« Four common methods
= “Nail it up” with passive knob

= Allow it to disappear if no contributing route present

routing-options {
aggrogate |
route 8.8.0.0/16; {

passive;

= Use generate route

= |Use static route




Route Aggregation

= Must explicitly suppress contributing routes

Eelicy-aptlons |
polioy-atatanant EUEPREEE-EFECITICT 4
Yrom routs~-flleer H.B/1& loangar

= RFC 2519 = Inter-domain Route Aggregation

="l -l ol

« CIDR Report sent weekly to Nanog list on who
Is aggregating and who i1s being bad
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IBGP Full-mesh Scaling

« N-squared problem

= Add one new router to mesh, one must
« Peer to all IBGP speakers
¢ Add new router to all IBGP speaker configurations

Increases TCP processing overhead
Increases router CPU processing
Increases router memory reguirements
Increases size of routing tables
Two common methods to scale IBGP

= Route Reflection (RFC 2796)

« Confederations (RFC 3065)

Juniper o Net




Route Reflection

=« Allows an IBGP speaker to export an IBGP
learned route to another IBGP speaker

« Relaxes IBGP rule

= Reduces IBGP meshing reguirement

= Route reflector (RR) only reflects its best path
« "Hides" alternate paths

« May result in sub-optimal routing

« May result in oscillating routes (more on
that later)

* RR, by default, does not change IBGP
attributes




Route Reflection

AS 8888 AS 9999 ASTITT

fp- TBGP Full Mesh Peering
s BR Peering

Junlp-er‘l@udfr-let
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Route Reflection

= 5Since IBGP rule is being relaxed, doesn't this
create possible routing loops?

= MNew attributes added

= Cluster-id

¢ [dentifies the route reflection cluster 1D
¢ RR adds this attribute

= Cluster-list

« Sequence of cluster-ids that an update has
traversed
e Similar to AS-path list
= Originator-id
« Identifies the router that originated the route into
the AS
« RR adds this attribute

Jun.lpe .}dfﬂet [
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Configuration Example

routing-options {
autonomous-system G666;

}
PO tocals |
bap |
damping:
group ibgp-mesh {
export [ nexthopself send-connected ];
local-addre=ss 8.8.254.253;
peer-as 6666
neighbor 1.2.3.4;
neighbor 2.3.4.57
neighbor 3.4.5.6;

r

3
grodup rr-cliuster {
cluster 1.1.1.17
export [ nexthopself send-connected

17

local ~address B.8.254.253;
peer-as 6666;
neighbor 4.5.6.7;




Confederations

« Second method of reducing full IBGP mesh
« Break AS into multiple sub-autonomous
systems (sub-AS)
= Sub-AS
« Can use private AS numbers

« Full IBGP mesh still needed inside sub-AS or
use RE

* Hidden from external ASs

= AS still viewed externally as single AS

= Sub-AS not counted as AS-path hop for route
selection




Confederations

:mrfﬁdmﬁnn 6666

Central Sub-AS 65100 “"-"

Full IBGP Mesh e
CBGFP Peering
T 3 P Peering

,..-
Fear ISP Fear ISF

1
. Peaer ISP
‘-_-.

-
: _____:_r 3 '::'
_r“-'ﬂ_ : i 65101 (IS-IS)
. Paar ISP o




Confederation BGP

= CBGP (or E-IBGP)

« Is this EBGP or IBGP?
= BGP next hop

= AS-path
= Local preference
« MED
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Capabilities Negotiation
« Allows capabilities negotiation between

BGP speakers
*RFC 1/71 says

« If Open message received with unsupported
capability

= Send Notification error subcode 4
"Unsupported Optional Parameter”

« Terminate peering session

* Did not facilitate introduction of new
capabilities in BGP

* RFC 2847




Extended Communities

= Two important enhancements

= Provides extended range (4 octet value to 8 octet
value)
= Adds Type field (2 octets)

= Route target community

= Identifies the destination to which the route is
Qoing
= Route origin community
= Jdentifies where the route originated
* Used to control route distribution in MPLS L3 VPNs
= draft-ietf-idr-bgp-ext-communities-05.txt




Extended Communities

e N

policy-options |
commini ty test-a members [target:9999:70] 7
commiti £ty tesk-b mesbers [target:1.1.1.1:%0]);
commini ty test-c mesbers [origin:6666:110];

Juniper wau?y Net
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Route Refresh Capability

« Dynamically and non-disruptively request a re-
advertisement of routes from a peer

i userfhost> slear bgp neighber 11.1.1.1 saft-inbeund ‘

« JUNOS software stores unmodified copy of all
valid routes in RIB-In

i userfhost> show coibe recejive-protocol bagp 11.1.1.01 ‘

* Creates a new BGP message type
* RFC 2918

Juniperwad?¥ Net P
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Outbound Route Filter (ORF)

« Address Prefix Qutbound Route Filter

« Used to perform address prefix based route
filtering

« A BGP router can send to its peer a list of
prefixes that can be used to create an outbound
route filter on the peer

« Useful in Layer 3 VPNs to control routing




BGP Multipath

= Installs multiple, non-multihop BGP nexthops as
active

« Distributes prefixes across those active
nexthops

« Works with EBGP and IBGP

* Eliminates the tie-break "lower router-id”
decision

« Which would normally result in all prefixes
pointing to single nexthop

« Where might this be applicable?
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MBGP

« Extensions to enable BGP to carry
information for different network layers
and address families

* Used for multicast

i userfhostd zet nlri [ multicast | unicast | any ] ‘

* Used for MPLS VPNs

* MP_REACH_NLRI

« VPN-IPv4 + Label
* Used for IPvE




BGP Graceful Restart

« Optional capability, negotiated in Open message

« Allows BGP router to continue forwarding while
BGP I1s restarting

« Based on FIB state before restart

* Once BGP restart is complete, then forwarding
table is updated with new routing information

= Similar in functionality to OSPF and ISIS Graceful
Restart




