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Goals

» to understand which are the software tools that may
help you in:

» monitor your WiFi network to identify problems
» do a security auditing and prevent attacks

» detect interferences



Types of wireless tools

» Network ESSID scanners
» Wireless protocol analyzers
, Encryption cracking tools

» Wireless device auditing and
management

» “War driving” tools: network mapping

» Spectrum analysis
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Kismet

http://www.kismetwireless.net/
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Name BSSID L E € rec k Size Bcn% Sig Cl Manuf Cty PRD1812
TRENDnet SF:97:12 A0 12417 1 OB -=- === Trendwarel
. linksys_SES_45997 00:16:B6:1B:E4: 3 Cisco-Link Networks
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. Pickles 00:1F:33:F3:C5:4A A 8 1 Netgear
BSSID: 00:1F:33:F3:C5:4A Crypt: TKIP WPA PSK AESCCM Manuf: : wlan0

No GPS info (GPS not connected)
45 Packets

INFO: Detected new probe network "Danish_Penguin", BSSID 00:13:E8:92:3F:(B, encryption no, channel 0, 60.00 mbit
[EEEE: Could not connect to the spectools server localhost:30569

INFO: Detected new managed network "linksys_SES_45997", BSSID 00:16:B6:1B:E4:FF, encryption yes, channel 6, 54.00 mbit
INFO: Detected new managed network "linksys™, BSSID 00:1A:70:D9:BC:13, encryption no, channel 6, 54.00 mbit

[EELE: No update from GPSD in 15 seconds or more, attempting to reconnect
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http://www.kismac-ng.org/

KisMAC

KisSMAC
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KisMAC

Packets ?] 30 sec ? @
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Property

Client

Signal sent Bytes recwv. Bytés

'Last' Seen

Setting Vendor

SSID whyme FF:FF:FF:FF:FF:FF unknown 0 0B 67.64KiB

BSSID 00:11:24:09:6A:57 01:00:5E:00:00:FB  multicast 0 0B 4.20KiB

Vendor Apple Computer 01:00:5E:00:00:02 all-routers-multicast 0 0B 3.32KiB

First Seen 2009-10-02 13:13:05 +0200 01:00:5E:00:00:01  all-hosts-multicast 0 0B 2408

Last Seen 2009-10-02 13:13:52 +0200 01:00:0C:CC:CC:CC Cisco-multicast 0 0B 4338
00:23:6C:8B:26:78 Apple, Inc 0 0B 12.84KiB

Channel 6 00:11:24:09:68:E2 Apple Computer 111 1998 0B 2009-10-02

Main Channel 6 00:15:6D:63:6C:3F Ubiquiti Networks Inc. 112 1538 0B 2009-10-02

Supported Rates 1, 2,5.5,6,9, 11, 12, 18, 24, 36, 48, 54 00:11:24:09:6A:56 Apple Computer 1hn] 2178 0B 2009-10-02

Signal 110 00:14:51:0A:D5:84 Apple Computer Inc. 111 5358 0B 2009-10-02

MaxSignal 113 00:16:CB:A7:EA:3A Apple Computer 111 0.76KiB 0B 2009-10-02

AvgSignal 110 00:12:01:61:EE:92 Cisco 111 4338 0B 2009-10-02

Type managed 00:16:CB:AA:13:20 Apple Computer 110 2078 0B 2009-10-02

Encryption WPA 00:16:CB:A7:9D:F5 Apple Computer 110 213B 0B 2009-10-02
00:16:CB:AA:12:D3 Apple Computer 111 2078 0B 2009-10-02

Packets 600 00:14:51:0A:CC:A6 Apple Computer Inc. 111 2058 0B 2009-10-02

Data Packets 146 00:16:CB:A8:6A:37 Apple Computer 111 218B 0B 2009-10-02

Unique IVs 0 00:16:CB:A8:69:BD Apple Computer 110 2138 0B 2009-10-02

Inj. Packets 0 00:16:CB:A7:EB:CF  Apple Computer 111 2078 0B 2009-10-02

Bytes 88.91KiB 00:17:F2:00:B2:64 Apple Computer 111 1.44KiB 0B 2009-10-02

Key <unresolved> 00:11:50:E7:67:DE  Belkin Corporation 1 Bl 0.72KiB 0B 2009-10-02

ASCII Key <unresolved> 00:1E:52:F1:F7:2C  Apple Inc 110 0.79KiB 0B 2009-10-02

LastlV 05:25:36 00:11:24:09:6A:57 Apple Computer 110 62.53KiB 0B 2009-10-02
00:11:21:ED:B6:CO  Cisco Systems 0 0B 2708

Latitude 00:0C:42:2F:AF:F4 Routerboard.com 1l | 1538 0B 2009-10-02

Longitude 00:01:02:97:C1:57 3COM CORPORATION 112 1968 0B 2009-10-02

Elevation 00:00:0C:07:AC:00 CISCO SYSTEMS, INC. 111 1.56KiB 0B 2009-10-02
00:0F:F8:20:EC:00 Cisco Systems 110 1.75KiB 0B 2009-10-02
00:0F:F8:28:34:00 Cisco Systems 110 16.08KiB 0B 2009-10-02
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Handheld wireless clients
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KISMET

Network List—({Channel) Info
Name : Ntwrks

0

Weak

0
MNoise
0
Discrd

Pkts/s

Elapsd
000945
Status
Sorting by channel
Sorting by SSID
Found IP 192,168.0,1 for Wireless::00:A0:C5:E4:60:3E via UDP
Found IP B66,163,173,202 for SWN-BelmontEast::00:40:63:C0:AA:4E via TCP
Battery: 10Z Oh15e0s

000 X| <capture> - Ethereal
File Edit Capture Display Tools Help
No. . |Time ISource Destination IProtocoI Ilnfo :,\
1 0,000000 10,15,6,1 10,15,6,33 HTTP HTTP/1,1 200 OK
2 0,002895 10,15,6,1 10,15,6,33 HTTP Continuation
3 0,003344 10,15,6,33 10,15,6,1 TCP 52824 > http [ACK] Seq=966073767 Ack=107601726 Win=33304
5 0,007514 10,15,6,1 10,15,6,33 HTTP Continuation
5.6,3 5.6,1 GET /style,css HTTP/1,1
11 0,067010 10,15,6,1 10,15,6,33 TCP http > 52824 [ACK] Seq=107601857 Ack=366074200 Win=7504
12 0,073638 10,15,6,1 10,15,6,33 HTTP HTTP/1,1 200 OK
13 0,073861 10,15.6,1 10,15,6,33 HTTP Continuation
14 0,097565 216,254,17,166 10,15,6,33 SSH Encrypted response packet len=1448
15 0,100457 216,254,17,166 10,15,6,33 SSH Encrypted response packet len=1448 /
~ I -

L
L

B Frame 10 (499 bytes on wire, 499 bytes captured)
B Ethernet 11, Src: 00:30:65:03:e7:8a, Dst: 00:40:63:c0saatdb
B Internet Protocol, Src Addr: 10,15,6,33 (10,15,6,33), Dst Addr: 10,15,6,1 (10,15,6,1)
@ Transmission Control Protocol, Src Port: 52824 (52824), Dst Port: http (80), Seq: 966073767, Ack: 107601857, Len: 433
B Hypertext Transfer Protocol
GET /style,css HTTP/1,1%r\n
Host: muzik.rob,swnirin
Connection: keep-alivedrin
Referer: http://muzik,rob,swn/cgi/playing?channel=Muzik\rin
User-Agent: Mozilla/5,0 (Macintosh: Us PPC Mac 0S X: en-us) ApplellebKit/74 (KHTML, like Gecko) Safari/74\rin
Accept: */¥\r\n
Accept-Language: en-us, ja:q=0,21, de-de:q=0,86, de:q=0.79, fr-fr:q=0,71, fr:q=0,64, nl-nl:q=0,57, nl:q=0,50, it-it:q=0,43
Srhn

J~1 I -

_
0000 00 40 63 c0 aa 4b 00 30 65 03 o7 Ba 08 00 45 00 .8c..K.0 e.....E. A
0010 01 &5 Ge 54 40 00 40 05 ba 7F Oa OF 0B 21 0a OF ., ~TR.Q, ,....1..
0020 05 01 ce 58 00 50 39 95 1d a7 06 69 df ol 80 18 ...K.P9. woiivess
0030 82 18 5d of 00 00 01 01 08 Oa bl 15 £1 44 21 B3 .. 1u..ns sese.Dlc
0040 8e ed 47 45 54 20 2f 73 74 79 Bc 65 2e 63 73 73 ..GET /= tyle.css
0050 20 48 54 54 50 2F 31 2 31 0d Oa 43 6f 73 74 3a  HTTPAL, 1,.Host:
0060 20 6d 75 7a 69 Bb 2e 72 Bf 62 2e 73 77 Be 0d 0a muzik,r ob,swn,,
NN7N AZ B Fa Ra RE RZ 74 RQ Rf Ra 23 2N Rk RE RE 7N Fearnacti ant baan /
Filter:| [ip.addr == 10.15.6.33] | 7] Reset| appiy|[File: <capture> Drops: 0




extremely
powerful
wireless
protocol
analyzer

000

X/ DumpLog 03-06-21 14:50.dump - Ethereal

File Edit Capture Display Tools Help
MNo. Time . Source Destination Protocol Info A

344 19,099107 00:02:6f:01:85:74 00306:253123cf3cb IEEE 802,11  Probe Response

345 19,100770 00:02:6f:01:85:74 00306:25312:cfscb IEEE 802,11  Probe Response

346 19,129647 00:02:6f:01:85:74 003063253123 cfichb IEEE 802,11  Probe Response

347 19,1306852 00:02:6f:01:85:74 003063253123 cf ichb IEEE 802,11  Probe Response

348 19,132844 00:02:6f:01:85:74 003063253123 cf ichb IEEE 802,11  Probe Response

19,149973  00:02:6f:01:85:74 E PR P B A B P B B L IEEE 802,11  Beacon frame

352 19,252238 00:02:6f:01:85:74 FrIFfsfr it st srt IEEE 802,11  Beacon frame

357 20,174012 00:02:6f:01:85:74 FEIFPLbEsFELbE vt IEEE 802,11  Beacon frame

358 20,276660 00:02:6f:01:85:74 FESETLFFLEfsfPLft IEEE 802,11  Beacon frame

428 21,198078 00:02:6f:01:85:74 FEIFELPF I FFLPTevf IEEE 802,11  Beacon frame

429 21,3006803 00:02:6f:01:85:74 FEIFPLPTIFELEE b f IEEE 802,11  Beacon frame

AZN

1 ANZ11N0

AN+ND+CL+N1 +OE+ T d

LL+LL+LL+LL+L0+ L0

TCCC oMY 14

D mmmin Lummrnm

B IEEE 802,11 wireless LAN management frame
B Fixed parameters (12 bytes)
Timestamp: Ox00000012FB3AB219

Beacon Interval: 0,102400 [Seconds]

Capability Information: 0x0001
Bl Tagged parameters (32 bytes)

Tag Number: O (SSID parameter set)
Tag length: 15
Tag interpretation: SWN-BelmontEast

Tag Mumber: 1 (Supported Rates)

Tag length: 4

Tag interpretation: Supported rates: 1,0(B) 2,0(B) 5.5 11,0 [Mbit/sec]

Tag Number: 3 (DS Parameter set)
Tag length: 1

[ e

1

0000 80 00 00 00 £f £f £f ff
0010 00 02 6f 01 85 74 dO 66
0020 B4 00 01 00 00 Of 53 57
0030 74 45 61 73 74 01 04 82
0040 00 01 00 04

ff £F 00 02 BF 01 85 74  ,....o0s asa0LLt
19 82 3a fb 12 00 00 00  ,,o0.,.t.f ,.te.s.
de 2d 42 65 Bc Bd 6f Be  d.....SW N-Belmon
84 Ob 16 03 01 03 05 04  tEast... +eseeess

*r e

~.l

Filter:| |wlan.bssid == 00:02:6f.01:85:74

/| Reset| &pply|| File: DumpLog 03-06-21 14:50.dump




& C:\WINDOWS\system32\cmd.exe - aircr:

[00:00:02] Tested 2 kevs (got 270169 I¥s)




COWPATTY - ATTACKING WPA/WPA2-PSK EXCHANGES

R e ——
http://www.willhackforsushi.com/Cowpatty.html

» Implementation of an offline dictionary attack against
WPA-PSK and WPA2-PSK networks

SF [AF

http://www.renderlab.net/projects/WPA-tables/

» WPA2-PSK Rainbow Tables: | million common

passwords x 1,000 common SSIDs. 40 GB of lookup
tables available on DVDs.



Etherpeg
http://www.etherpeg.org/

EtherPEG
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Driftnet

http://www.ex-parrot.com/~chris/driftnet/

Java "¢ )i
Data Objects

Q'REN ,Y.‘~._E’-‘.C)F.\'
Safari £
Bookshelf

SOURGE

CONVENTION.

REI.LY
* mac O'REILLY"
*é;gevcenterm ONDotnet.com

O'REILLY I
L J .

Slashdot \&'

News for Nerds. Stuff that matters.



http://www.ex-parrot.com/~chris/driftnet/
http://www.ex-parrot.com/~chris/driftnet/

Scan Tools Profile Help

%

New Scan Command Wizard Save Scan Open Scan ' Report a bug Help

& = @ &)

Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yuma.net %

Target: .0 wap.yumalnetzardoz.yuma.net Profile: |Intense Scan v

Audit your network now!

F R EESecurity scanner,

http://nmap.org/

Command: |nmap -T Aggressive -A scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yumz

Hosts Services

Ports / Hosts] Nmap Output‘Host Details | Scan Detaus}

OS |Host
6y, scanme.nmap.org

] 17167.223

<* 10.0.0.10

@’) wap.yuma.net 19z
’/b zardoz.yuma.net ]

Scan

Starting Nmap 4.50 ( http://insecure.org ) at
2007-12-11 18:40 PST

Interesting ports on scanme.nmap.org (205.217.153.62): ﬂ

Not shown: 1706 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 4.3 (protocol 2.0)
53/tcp open domain

70/tcp closed gopher

80/tcp open http Apache httpd 2.2.2 ((Fedora))
| HTML title: Authentication required!

| HTTP Auth: HTTP Service requires authentication

| Auth type: Basic, realm = Nmap-Writers Content
113/tcp closed auth

Device type: general purpose

Running: Linux 2.6.X

0S details: Linux 2.6.20-1 (Fedora Core 5)

Uptime: 45.378 days (since Sat Oct 27 10:38:07 2007)

TRACEROUTE (using port 22/tcp)
HOP RTT  ADDRESS

1  3.27 wap.yuma.net (192.163.0.6)
2 10.56 brasl2-10.pltnca.sbcglobal.net

Enable Nmap output highlight %ggreferences
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fresh

» Network and port scanner
» Rogue AP detection

» Scans any number of ports on
any number of hosts

» Sophisticated stealth scanning

» ldle, undetectable service
“scanning”

» Available for all platforms


http://nmap.org
http://nmap.org

The Dude

http://www.mikrotik.com/thedude.php
» The Dude network monitor is a network auditing and
monitoring tool by MikroTik

» The Dude automatically scans devices within specified
subnets, draws a map of the networks monitors
services and sends alerts whenthere are problems.

» Only available for Windows.



Wi-Spy spectrum analyzer
http://www.metageek.net/
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File View Help
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Spectral View
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EaKiu

EaKiu (Air Spy)

Users:

Qurint ZerowAddl Pause = USB TGP Average:
Reset WermowMax Image CsSV - WAV

Depth:
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Ubiquiti AirView

http://www.ubnt.com/




Conclusion

Network ESSID scanners will find neighboring WiFi networks
and provide basic information about them.

Wireless protocol analyzers log captured data for later analysis.

Encryption cracking tools can be used to test the security of
your own networks.

Wireless device auditing and management tools automate
the process of managing access points on your network.

“War driving” tools allow you to plot the physical range of your
network on a map.

Spectrum analysis tools can show you sources of radio
interference not necessarily caused by WiFi.



Thank you for your attention

F

WIRELESS
NETWORKING

IN THE DEVELOPING WORLD
SECOND EDITION

For more details about the topics presented
in this lecture, please see the book Wireless
Networking in the Developing World,
available as free download in many languages
at:

A practical guide to
planning and building low-cost
telecommunications infrastructure

http://wndw.net




