Mail filtering examples

1. RBL blacklists with opt-in/opt-out
2. Content filtering: exiscan-acl

3. SpamAssassin

4. ClamAV

These are snippets of configuration for an Exim-based MTA. They have had some simple testing but are
intended mainly as a starting point for building your own customised configurations. Test them for yourself,
and read the related parts of the documentation.

1. RBL blacklists with opt-in/opt-out

Here we will configure Exim to check incoming mail against DNS RBLSs, but individual users can have a
different set of RBLswhich apply to their account (which can be empty, in which case they have opted out of
filtering altogether).

Customised RBLs can help improve the accuracy of your filtering. For example, if a particular user knows
that they will never receive any legitimate mail from a particular country, then they can use an RBL which
listsall IP addresses in that country (see http://blackholes.us/), without affecting any other users on your
system.

Firstly, create afile/usr/exi m dnsl i sts containing E-mail addresses (one per line), followed by a space or
tab and the list of RBLsto use for that user. If you want a default policy to apply to all other users, put aline
starting "*". For apolicy which appliesto al usersin at domain.com, use "* @domain.com". If someone
wants no RBL filtering at all, leave the right-hand side blank.

fred@!intstone.org kor ea. bl ackhol es. us : chi na. bl ackhol es. us
wi |l ma@]lintstone.org
* sbhl . spanhaus.org : ordb.relay.org : bl.spantop. net

Now edit the configuration file/ usr/ exi nf conf i gur e. In the section 'begin acl’ locate the following lines:

rej ected because $sender _host _address is in a black list at $dnslist_dol
bl ack. i st. exanpl e

# deny message
# dnslists

Uncomment these two lines and change the second line as shown here:

rej ected because $sender_host_address is in a black list at $dnslist_donai

deny nessage _ _
${1 ookup{${I c: $l ocal _part @domai n}}| search* @/ usr/exi m dnslists}}

dnslists

How does this work? Instead of having a static list of dndlists, which is the same for everyone, we perform a

file lookup to decide which dnslists to use for this particular recipient. Thisisusing Exim's "string
expansion" facility.

${1ookup{ key} Isearch* @({ file} }
Lookup the value "key" in the file "file". The result of the expansion isthe rest of thelinein thefile.
|search* @
We perform alinear search (top to bottom) through a plain text file. If the key "foo@bar" is not found,
then we look a second time for "* @bar", and if still not found, look athird time for "*".
${|1c:some-string}
Expands "some-string" and convertsit to Lower Case. Thisis because incoming mail might be using
uppercase characters for some or al of the address, so we need to convert to all lower-case to find the
key.
$local_part@$domain
The E-mail address which we are currently processing

Y ou can test and debug string expansions like this using exim’'s - be (expression testing) mode.

# [usr/exi m bin/exim-be '${l ookup{fred@!intstone.org}lsearch*@/usr/eximdnslists}}’
kor ea. bl ackhol es. us : chi na. bl ackhol es. us

To test whether the policy works use exim’s -bh mode which simulates an SMTP connection from a
particular |P address. The address 61.32.0.1 isincluded in the korea.blackholes.us list, so:

# [usr/eximbin/exim-bh 61.32.0.1
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*xx* SMIP testing session as if fromhost 61.32.0.1

**** This is not for real!

220 noc.t1.ws. af nog. org ESMIP Exi m 4. 34 Wed, 19 May 2004 15:18:30 +0000
mai | from <>

250 K

rcpt to:<wilma@]lintstone. org>

250 Accepted

rcpt to:<fred@]|intstone. org>

550-rejected because 61.32.0.1 is in a black |list at korea. bl ackhol es. us
550 Korea bl ocked by korea. bl ackhol es. us

qui t

221 noc.t1.ws. af nog. org cl osing connection

If the/usr/exinfdnslist filegetsbig, then it will be slow to search. In this case, you can convert it into an
indexed .db file:

# [usr/exi m bin/exi mdbnbuild /usr/eximdnslists /usr/eximdnslists.db

You'll have to run this command every time you change dnglists. Then make another change to the configure

file:
change ....lsearch*@/usr/eximdnslists}}
to ....dbn* @/ usr/exi mdnslists.db}}

For more information read the Exim manual, which isdoc/ spec. t xt inside the source directory, or online at
WWW.EXim.org

2. Content filtering: exiscan-acl

Exim has some hooks which allow other people to write extensions which perform content scanning. One of
theseis "exiscan-acl". Y ou need to apply the exiscan-acl patch before you compile exim. Assuming you have
aready downloaded and unpacked the exim source in /usr/exim:

$ cd /usr/exim
$ ftp noc.ws. af nog. org

Log in as 'anonynous’

ftp> cd /pub/tl

ftp> get exiscan-acl-4.34-21. patch
ftp> bye

$ cd /usr/exinexi m4.34
$ patch -pl <../exiscan-acl-4.34-21.patch

Now continue to build exim as instructed before (create and edit Local/Makefile and L ocal/eximon.conf). If
you have built exim aready, before you applied the exiscan-acl patch, then clean out the source tree by

$ rm-rf build-FreeBSD-i 386

before continuing as before:

.. set up Local/Makefile and Local / exi non. conf
$ make
$ su
# nmake install

Check the exi mbinary now includes exiscan:
# /usr/exi m bin/exim-bV
Exi mversion 4.34 #1 built 19- May-2004 15:47:58

Cont ai ns exi scan- acl patch revision 21 (c) Tom Ki stner [http://duncanthrax. net/exiscan/]

Exiscan needs optionsin the configure file to enable it; until thisis done, exim will continue to work just as it
did before. To do useful filtering you will need to install SpamAssassin and/or clamav first. The Exiscan
documentation is in doc/exiscan-acl-spec.txt and doc/exiscan-acl-examples.txt in the source directory once
you' ve applied the exiscan patch.

3. SpamAssassin

Fetch Mail - SpamAssassi n-2.63.tar.bz2 via ftp into /usr/exim
$ tar -xvyf Mail-SpamAssassin-2.63.tar.bz2

$ cd Mail - SpamAssassi n- 2. 63

$ perl Makefile.PL

$ make
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$ su
# make install

In the Mail-SpamAssassin-2.63 directory, filesINSTALL and USAGE give more detailled information.

According to these instructions, you also need to install the package p5-HTML-Parser (also p5-HTML-Target
which it depends on). It’ s easiest to do this using the packages system.

Now you need to create the configuration file, / et ¢/ mai | / spanassassi n/ | ocal . cf . The easiest way to do this
is using the web-based config generator at http://www.yrex.com/spam/spamconfig.php. Select "Disable Bayes
System™ (because we don’t have away to allow usersto individually tag messages as spam) and "Disable
RBL checks" (because Exim is already doing that for us, see above).

Now start the spamassassin daemon (this should go in /etc/rc.local as well):
# [usr/local/bin/spamd -d
Y ou can test it manually using "spamc”, aclient program which sends mail to spamd for analysis:

$ spant -R
Subj ect: peni s enl agenent

crl-D
Content anal ysis details: (3.5 points, 5.0 required)

pts rul e nane description

1.9 FROM NO_LOVER "Fromi has no | ower-case characters

1.0 DATE_M SSI NG M ssing Date: header

0.6 PENI S_ENLARGE2 BODY: Infornmation on getting |arger penis/breasts

Finally, you need to configure exiscan-acl to pass each message to spamd asit is received during the DATA
phase, and reject if it's spam. The following additions to /usr/exim/configure come from
doc/exiscan-acl-examples.txt as a starting point.

Add the following line in the top section of the file; a good place would
be next to the existing extry for acl_check_rcpt

acl _smp_data = acl _check_data

Add the following in section 'begin acl’, either before or after the
existing entry for sntp_check_rcpt

# This ACL is used for every DATA command in an incomi ng SMIP connection
acl _check_dat a:

accept hosts = 127.0.0.1 : +relay_from hosts

deny nessage = $found_extension files are not accepted here
dem ne = com vbs: bat: pif:scr

deny nessage = Serious M ME defect detected ($dem ne_reason)
demne = *
condition = ${if >{$deni me_errorlevel }{2}{1}{0}}

# Comment out virus scanner until you have configured it

# deny message = This nessage contains mal ware ($mal war e_nane)
# demine = *

# mal ware = *

deny nessage = Cl assified as spam (score $spam score)
condition = ${if <{$nessage_size}{80k}{1}{0}}
spam = nobody

accept

Now test:

# /usr/eximbin/exim-bh 1.2.3.4

mai | from<>

250 Accepted

rcpt to:<fred@]|intstone. org>

250 Accepted

dat a

354 Enter nessage, ending with "." on a line by itself
Subj ect: peni s enl argenent

550 Ol assified as spam (score 3.5)
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If you want to set alower spam score than the default (5.0) for testing, then remember to kill and restart
spamd after editing /etc/mail/spamassassin/local .cf

4. ClamAV

The documentation is on-line at http://clamav.sourceforge.net/doc/ and the important thing to note is you need
a’clamav’ user and group before starting to compile, and the ' clamav’ user must be in the’exim’ group so
that it can access spool files.

$ su

# pw useradd clamav -s /bin/false -c "C am Anti Virus"
# pw usernod cl amav -G exi m

# exit

Fetch clanmav-0.71.tar.gz via ftp into /usr/exim
tar -xvzf clamav-0.71.tar.gz

cd clamav-0. 71

.lconfigure

make

su

make install

vi /usr/local/etc/clamav. conf

HHAARABH

Conmment out the 'Exanple’ line

Uncomment ' PidFile /var/run/cland. pid
Unconment ' Tenporary Directory /var/tnp’
Uncomrent ' User cl amav’

Uncommrent ’ Al | owSuppl enent ar yGr oups’
Uncomrent '’ ScanMai |’

Start the daenon

# [usr/local /sbin/clam # goes in /etc/rc.local as well

# exit

Now run the virus scanning tests; nake sure you are still inside
the cl amav-0.71 source directory

$ pwd

/ hone/inst/clamav-0.71

$ clamdscan -| scan.txt

e SCAN SUMVARY - - === ===~
Infected files: 6
Time: 4.051 sec (0 m4 s)

The scanning results are shown on the screen and are stored in scan.txt

Now to configure exim:

# vi [lusr/eximconfigure

Add this line sonewhere in the top section
av_scanner = cland:/tnp/cland

Usi ng the spamassassin ACL fromearlier, uncoment these |ines
whi ch were previously comented out

deny nmessage = This message contains malware ($mal ware_nane)
demine = *
mal ware = *

To test, clamav comes with test virus signatures. Oneis asingle line of text that you can copy-paste into an
E-mail message, other are attachments. The exact signature is not reproduced here so that this file does not
appear to contain avirus!

$ cat test/testl
$CEliacma.........

# /usr/eximbin/exim-bh 1.2.3.4

220 noc.t1l.ws. af nog.org ESMIP Exi m 4. 34 Thu, 20 May 2004 10: 33: 17 +0000
mai | from <>

250 Accepted

rcpt to:<fred@]|intstone. org>

250 Accepted

dat a

354 Enter nessage, ending with "." on a line by itself

Subj ect: test

$CEliacma.........

550 Thi's nmessage contains nmal ware (C amAV- Test - Si gnat ur e)
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